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Abstract

These Application Notes describe the steps to configursid®esnitiation Protocol (SIP|
Trunking betweerihe OneStreanNetworksGlobal SIP Trunkingserviceand an Avay&IP-
enabled enterprisgolution. The Avaya sotion consists of Avay@ura® Session Manage
AvayaAura® Communication Managedfvolution ServerAcme Packet 3800 Nédet Sessior
Border Controlleand various Avayandpoints.

Enterprise customers with an Avaya Sfabled solution can communicatem@neStream
N e t w oQlokas SIP Infrastructure ovéne public Internetthe private OneStrearetworks
MPLS network or viathird-party MPLS provider and access the PSTN by subscribing tq
OneStreanNetworksGlobal SIP Trunking

OneStreanN e t w 0QlokabSAP Trunking service helps businesses maximize their
investment irtheir Avaya IP Telephony infrastructure by delivering reliable, scalable and
effective connections that provideobhl consolidatiomedundancy and simplified
management of voicedffic.

OneStreamNetworks is a member of the Avay®evConnectService Provider progran
Information in these Application Notes has been obtained througldmectcompliance
testing and additional technical discussions. Testing was conducted viaeW®riDect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking betweerthe OneStreamNetworks GlobalSIP Trunkingserviceand an Aiaya SIR
enabled enterprise solution. The Avaya solution consists of Avaya Aura® Session Manager,
Avaya Aura® Communication Manager Evolution Server, Acme Packet 3808dieSession
Border Controller (SBCand various Avaya endpoints

Enterprise custorme with an Avaya Sienabled solution can communicate with OneStream
N e t w oQlokas SIP Infrastructure ovéine public Internetthe private OneStrearNetworks
MPLS network or viathird-party MPLS provider and access the PSTN by subscribing to
OneStrem Networks Global SIP Trunking

OneStreanN e t w oGQlokas SIP Trunking service helps businesses maximize their investment
in their Avaya IP Telephony infrastructure by delivering reliable, scalable aneftfestive
connections that provideaal constidation, redundancy and simplified management of voice
traffic.

Throughout the remainder of the documéntestream Networks will be referred to simply as
OneStream.

2. General Test Approach and Test Results

The general test approach was to connect a sietbénterprise site to the Onestream Global SIP
Trunking service via the public Internet and exertigefeatures and functionality listed in

Section 2.1 The simulated enterprise site was comprised of Communication Manager, Session
Manager and the Acnieacket 3800 Nellet SBC.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperabilityhe following features and functionality were covered
during the interoperability compliance test:

1 Response to SIP OPTIONS queries

1 Incoming PSTN call$o various phone types
Phone types included H.323, SIP, digital, and analog telephones at the enterprise. All
inbound PSTN calls were routed to the enterprise across the SIP trunk from the service
provider.

9 Outgoing PSTN calls from various phone types
Phae types included H.323, SIP, digital, and analog telephones at the enterprise. All
outbound PSTN calls were routed from the enterprise across the SIP trunk to the service
provider.

1 Inbound and outbound PSTN calls to/frétmaya oneX® Communicator (softlent)
Avayaone X® Communicatosupports two modefpad Warrior and @lecommuter).
Each supported modeastested. Avaya oneX® Communicator also supports two
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Voice Over IP (VolIP) protocols: H.323 and SIBoth protocolversiors of
Communicator wergested

1 Various call types including: local, long distance, international, outbountteelland
local directory assistance (411

1 CodecG.711MUand G.729A

1 DTMF transmission using RFC 2833

9 Caller ID presentation and Caller ID restriction

1 Response to immplete call attempts and trunk errors.

1 Voicemail navigation for inbound and outbound calls

1 User features such as hold and resunternal call forwardingtransfer, and conference

1 Off-net call forwarding and mobility (extension to cellular)

1 Use of theREFER method

Items not supported or not tested included the following:
Inbound tolifreeand emergency calls are supported but were not tested.

Operator services (0) and operator assisted calls (0 + 10 elgitsihot supportedh the
OneStream test gmonment

1 Codec G.722 was not tested.
1 T.38 Faxwasnot supportedh the OneStream test environment
1 Handling of a 302 redirected response was not tested.

= =4

2.2. Test Results

Interoperability testing oDneStreantlobal SIP Trunkingwas completed with successful
results for all test cases with the exception of the observations/limitations described below.

1 REFER: If Network Call Redirection is enabled on Communication Manager, the
Communication Manager will use the REFER method for transfer operations. The
OneStream network returns a 403 Forbidden message in response to the REFER message
sant by the enterprise. Thus, Network Cakdirection should be disabled Bage 4of
the Communication Manager trunk group fofgeeSection5.7)

1 302 Redirected Responsé\ 302 redirected response is another means of requesting the
network to redirect the cakimilar to the use of the REFER methoDue to the known
issue with the use of REFER, this functionality was not tested.

2.3. Support

For technical support o@neStreantlobal SIP Trunking contactOneStreanusing the ©ntact
links atwww.onestreamnetworks.coan by calling $800-869-0315 optionL.

Avaya customers may obtain documentation and support for Avaya produdssing v
http://support.avaya.contSelecting the&Support Contact Optionslink followed by
Maintenance Supportprovides the worldwide support directdoy Avaya Global Services
Specific numbers are provided for bailistomers and partners based on the specific type of
support orconsultation servicaseeded. Some services may require speaifeya service
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http://www.onestreamnetworks.com/
http://support.avaya.com/

support agreement®lternatively, n the United States, (866) GO/AYA (866-462-8292)
provides access to o sales and service support menus.

3. Reference Configuration

Figure lillustrates asample AvayaSIP-enabled enterprissolution connected tOneStream
Global SIP Trunking This is the configuration usddr compliance testing

The Avayacomponents weito createhesimulated customer sitecluded
Avaya S800D ServerrunningCommunication Manager

Avaya G460 Media Gateway

Avaya S800 Server running Session Manager

Avaya S800Server running System Manager

Avaya 9600SerieslP telephong(H.323and SP)

Avaya 4600SerieslP telephons(H.323

Avaya 1600 Series IP telephonebi (323

Avayaone-X® Communicatoril.323and SIP

Avaya digitaland analodelefhones

= =4 48 -8_-8_9_9_9_-°

Located at the edge of the enterpristh&sSBC. It has a public side that conngdb the gternal
network and grivate side that connects to the enterprise netwAHkSIP and RTPtraffic

entering or leaving the enterprise flows throughSB&. In this way, the&SBC can protect the
enterprise against any SHased attacksThe SBC providesnetwork address translation at both
the IP and SIP layers. For security reasons, any actual public IP addises$as the

configuration have been replaced with private IP addresses. Simalaylyeferences to real
routable PSTN numbers have alsorbebanged to numbers that can not be routed by the PSTN.
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Figure 1: Avaya IP Telephony Network usingOneStreamGlobal SIP Trunking

A separate trunk was created between Communication Manager and Session Manager to carry

the service provider trafficThis was done sthat any trunk or codec settingquired by the

service provider could be applied only to this trunk and not affect other enterprise SIP Imaffic.

addition, his trunk carried both inbound and outbound traffic.

Forinboundcalls,the alls flow from the service provider to ti B8 Cthen to Session Manager.
Session Manager uses the configured dial pat{erregular expressionand routing policies
to determine the recipient (in this case the Communication Manager) and on whichskamdt

the call. Once thecall arrives at Communication Manager, further incoming call treatment, such

as incoming digit translations and class of service restrictions may be performed.

Outboundcalls to the PSTN arkrst processedy Communication Manger and maye subject
to outbound features such as automatic route selection, digit manipulaticlassdf service
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restrictions. Onc€ommunication Manager selects the prdpit trunk, thecall is routed to
Session ManagerTheSession Managamceagain uses the configuréibl patterns (or regular
expressions) to determine the route toSB€. From theSBC, the call is sent tOneStream
Global SIP Trunking

For the compliance test, the enterprise sent 11 digits in the destination headdRedeest
URI and To) and sent 10 digits in the source headers (e.g., From, Contacthsselted
Identity (PAI)). OneStream sent 10 digits in both the source and destination headers.

4. Equipment and Software Validated

The following equipment and softwaresre used for the sample configuration provided:

Component Release
AvayaAura® Communication Manager runnin 6.0SP1
on anAvaya S800D Server (R016x00.0.345.0184449

(System Platform 6.0.1.9)
Avaya G460 MediaGateway 30.14.0
AvayaAura® Session Manageunning on an 6.0SP1
Avaya S8300 Server (Build asm6.0.10.601009
AvayaAura® System Manageunning on an 6.0SP1
Avaya S800Server (Build 6.0.7.0
(System Platform 6.0.0.1.11)
Avayal608IP TelephongH.323) Avaya oneX® Deskphone Value Editioh.2.2
Avaya 462BW IP TelephongH.323) 29.1
Avaya 9640 IP Telephone (H.323) Avayaone X® Deskphone Edition 3.1
Avaya 9630 IP Telephone (H.323) Avaya oneX® Deskphone SIP Edition@.
Avaya oneX® CommunicatofH.323) 6.0.0.26
Avaya oneX® Communicator (SIP) 6.0.0.26
Avaya2420Digital Telephone n/a
Avaya 6210 Analog Telephone n/a
Acme Packet 3800 Ndlet Session Border SCX6.2.0 MR-3 GA (Build 691)
Controller
| OneStreamGlobal SIP Trunking Components |

Compaent Release

Genbands3 MSX/SBC 5.2.2.13

Table 1: Equipment and Software Tested

The specific configuration above was used forabmplianceesting. Note that thisolution
will be compatible with other Avaya Server and Media Gateway platfounrgng similar
versions of Communication Manager éelssion Manager
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5. Configure Avaya Aura ® Communication Manager

This section describes tipeocedurdor configuring Communication Managfr OneStream
Global SIP Trunking A SIP trunkis established betweeno@munication Manager argkssion
Managerfor use by signaling traffic tand fromOneStream It is assumed the general
installation ofCommunication Manager, Avaya 6@ Media Gateway and Session Manager has
been previously completed and is not discusszd.h

The Communication Manager configuration was performed using the System Aaresisal

(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity
in presentationNote that the IRddressesind phone numbeshown throughouthese

Application Noteshave been edited so that the acfudllic IP addresses of the network
elementsand public PSTN numbegse not revealed

5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verifgha the Maximum
Administered SIP Trunksvalue onPage 2s sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to the service
provider.The example shows thd000SIP trunksare avdable and25 are in use. The license

file installed on the system controls the maximum values for these attriliuéeiequired

feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additiorapacity.

display system - parameters customer - options Page 2of 11
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 4000 36
Maximum Concurrently Registered IP Stations: 2400 3
Maximum Administered Remote Office Trunks: 4000 O
Maximum Concurrently Registered Remote Office Stations: 2400 0
Maximum Concurrently Registered IP eCons: 68 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 2400 0
Maximum Video Capable IP Softphones: 2400 0
Maximum Administered SIP Trunks: 4000 25
Maximum Administered Ad - hoc Video Conferencing Ports: 4000 0
Maximum Number of DS1 Boards with Echo Cancellation: 80 0
Maximum TN2501 VAL Boards: 10 O
Maximum Media Gateway VAL Sources: 50 0
Maximum TN2602 Boards with 80 VolP Channels: 128 0
Maximum TN2602 Boards with 320 VolP Channels: 128 0
Maximum Number of Expanded Meet - me Conference Ports: 300 0
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5.2. System Features

Usethechangesystemparametersfeature command to set therunk -to
field to all to allow incoming calls from the PSTN to be transferred to

-Trunk Transfer

another PSTN endpoint.

If for security easons, incoming calls should not be allowed to transfer back to the PSTN then

leave the field set tnone

change system - parameters features Page 1of 19
FEATURE RELATED SYSTEM RARAMETERS
Self Station Display Enabled? n
Trunk - to - Trunk Transfer: all
Automatic Callback with Called Party Queuing? n
Automatic Callback - No Answer Timeout Interval (ri ngs): 3
Call Park Timeout Interval (minutes): 10
Off - Premises Tone Detect Timeout Interval (seconds): 20
AAR/ARS Dial Tone Required? y

OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)

for restricted or unaailable calls. This text string is entered in the two
The compliance test used the valuaobnymousfor both

fields highlighted below.

change system - parameters features Page 9of 19
FEATURERELATED SYSTEM PARAMETERS
CPN/ANV/ICLID PARAMETERS
CPN/ANV/ICLID Replacement for Restricted Calls: anonymous
CPN/ANV/ICLID Replacement for Unavailable Calls: anonymous
DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n
INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:
ENBLOC DIALING PARAMETERS
Enable Enbloc Dialing without ARS FAC? n
CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 20 0
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5.3. IP Node Names

Use thechangenode-namesip command to verify that node nantess/ebeen previously
defined fortheIP addresses of thevaya S8300C5erver running Communication Manager
(procr) and for Session ManagésessionMg). These node names will be needed for defining
the service provider signaling groupSection5.6.

change node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address
cmm 10.32.128.4
default 0.0.0.0
procr 10.3 2.128.4
procré "

sessionMgr  10.32.24.235

5.4. Codecs

Use thechange ipcodecsetcommand to defina list of codecs to uder calls between the
enterprise and the service provideor the compliance testpdecs G.729A and G.711mu were
tested usingp-codecset 2 To use theseodecs, pterG.729A andG.711MU in the Audio
Codeccolumn of the tablén the order of preferenceDefault values can be used for all other
fields. OneStream Global SIP Trunking also supports G.722 but this codec was not tested.

change ip - codec - set 2 Page 1of 2
IP Codec Set

Codec Set: 2
Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)

1. G.729A n 2 20

2: G.711MmU n 2 20

3:

OnPage 2theFax Modewas seto off since T.38 faxvasnot supportedh the OneStream test
environment

change ip - codec - set 2 Page 2of 2
IP Codec Set
Allow Direct - IP Multimedia? n
Mode Redundancy
FAX off 0

Modem off 0
TDD/TTY us 3
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5.5. IP Network Region

Create a separate IP network regionthe service provider trunkThis allows for separat
codec or quality of service settings to be used (if necessary) for calls between the enterprise and

the service provider veus calls within the enterprise or elsewhere. For the lcamee test, IP
networkregion 2was chosen for the service providemk Use thechange ipnetwork-region
2 command to configure regionvdth the following parameters:

A Set heAuthoritative Domain field to match theSIP domain of the enterprisén this

configuration, the domain nameasayacom This name appearstinh e
of SIP messages originating from this IP region.

A Enter adescriptive namén the Namefield.

A EnablelP-IP Direct Audio (shuffling)to allow audio traffic to be sent directly between

IP endpoints without using media resources in the Algdia Gateway.Setboth
Intra -region andInter -region IP-IP Direct Audio toyes This is the default setting.
Shuffling can be further restricted at the trunk level on the Signaling Group form.

A
A

Set he Codec Seffield to the IP codec séiefined inSection 5.4.
Default valuesan beused for all other fields.

change ip - network - region 2
Region: 2

Name: SP Region
MEDIA PARAMETERS
Codec Set: 2
UDP Port Min: 2048
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
H.323 IP ENDPOINTS

Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5

Page 1of 20
IP NETWORK REGION

Location: 1 Authoritative Domain: avaya.com

Int ra -regionIP - IP Direct Audio: yes

- IP Direct Audio: yes
IP Audio Hairpinning? n

Audi o PHB Value: 46

Audio 802.1p Priority: 6

Video 802.1p Priority: 5  AUDIO RESOURCE RESERVATION PARAMETERS

H.323 Link Bounce Recovery? y

Keep- Alive Count: 5

RSVP Enabled? n
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OnPage4, define the IP codec set to beed for traffic between regidhand region 1. Enter the
desired IP codec set in thedec setolumn of the row with demation region dst rgn) 1.

Default values may be used for all other fields. The example below shows the settings used for
the compliance test. It indicates that code@seill be used for calls between regi@r(the

service provider region) and regi 1 (the rest of the enterpris€}reating this table entry for ip
network region 2 will automatically create a cderpentary table entry on the ip netwadgion

1 formfor destination region.2This complementary table entry can be viewed usindidmay
ip-network-region 1command andavigating toPage 4

change ip - network - region 2 Page 4 of 20
Source Region: 2 Inter Network Region Connection Management | M

GA t
dstcodec  direct WAN -BWIimits Video Intervening Dyn A G ¢
rgn set WAN Units Total Norm Prio Shr Regions CACRL e
1 2 y NoLimit n t
2 2 all

3

5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group between Communication
Manager and the Session Manafmruse by the service providgunk. This signaling group is
used for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling gro@mas used for this purpose and was configured using the
parameters highlighted below.

A Set theGroup Type field to sip.

A Set thdMS Enabled field ton. This specifies the Communication Maea will serve
as an Evolution Server for Session Manager.

A Set theTransport Method to the recommended default valuetlsf(Transport Layer
Security). For easef troubleshootingluring testingpart ofthe compliance test was
conducted with th@ransport Method set totcp. The transport method specified here is
used between the Communication Manager and Session Manager.

A SettheNear-end Listen PortandFar-end Listen Port to a validunusedportinstead of
the defaul well-known port value. (For TLS, the wethown port value is 5064nd for
TCP the welknown port value is 5060 This is necessargo Session Manageran
distinguish this trunk from the trunlsed for other enterprise SIP traffithe
compliance test was conducted with Near-end Listen PortandFar-end Listen Port
set to50&2.

A Set thePeer Detection Enabledield toy. The PeerServerfield will initially be set to
Othersand can not be emgel via administration. Later, theeerServerfield will
automatically change t8M once CommunicatioManager detects its peer as a Session
Manager.
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Set heNear-end Node Namedo procr. This node name maps to the IP address of the

Avaya S880D Serverrunning Communication Managas defined irBection5.3.

Set heFar-end Node Nameéo sessionMgr This node name maps to the IP address of

Session Managexs definedn Section5.3.

Set heFar-end Network Regionto the IP network region defined for thervice

providerin Section5.5.

Set heFar-end Domainto the domain of thenterprise

SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the

SIP trunkallowing Communication Manager to redirect media traffic directlywben

the SIP trunk and the enterprise endpoint.

Set theDTMF over IP field to rtp-payload This value enables Communication

Manager to send DTMF transmissions using RFC 2833.

A Set theAlternate Route Timer to 15. This defines the number of secorkat
Communication Manager will wait for a response (other than 100 Trying) to an outbound
INVITE beforeselecting another route. If an alternate route is not defined, then the call
is cancelled after this interval.

A Default values may be used for all other feeld

> >

> >

>\

add signaling - group 3 Page lof 1
SIGNALING GROUP

Group Number: 3 Group Type: sip

IMS Enabled ?n Transport Method: tls

Q SIP?n SIP Enabled LSP? n
IP Video? n Enforce SIPS URI for SRTP?y
Peer Detection Enabled? y Peer Server: Others
Near - end Node Name: procr Far - end Node Name: sessionMgr

Near - end Listen Port: 5062 Far - end Listen Port: 5062

Far - end Network Region: 2

Far - end Domain: avaya.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? n Initial IP - IP Direct Media? n
H.323 Station Outg oing Direct Media? n Alternate Route Timer(sec): 15
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5.7. Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group created in
Section5.6. For the compliance test, trunk groBigvas configured using the parameters
highlighted below.

Set theGroup Type field to sip.

Enter a descriptive name for tl&oup Name.

Enter an available trunk access co@AQ) that is consistent with the existing dial plan
in theTAC field.

Set theService Typefield to public-ntwrk.

SetMember Assignment Methodto auto.

Set heSignaling Group to the signaling group shown in the previous step.

Set heNumber of Membersfield to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be suppdinied by
trunk

A Default values were used for all other fields.

> >

S N

add trunk - group 3 Page 1of 21
TRUNK GROUP
Group Number: 3 Group Type: sip CDR Reports: y
Group Name: SP  Trunk COR: 1 TN: 1 TAC: 1003
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public - ntwrk Auth Code? n
Member Assignment Method: auto
Signaling Group: 3
Number of Members: 5

OnPage 2theRedirect On OPTIM Failure value is the amount of time (in milliseconds) that
Communication Manager will wait for a response (other than 100 Trying) to a penditigENV

sent to an EC500 remote endpoint before selecting another route. If another route is not defined,
then the call is cancelled after this interval. This time interval should be set to a value
comparable to thAlternate Route Timer on the signaling gnap form described iGection5.6.

Verify that thePreferred Minimum SessionRefresh Interval is set to a vale acceptable to the
service provider. This value filges the interval that fENVITES must be sent to keep the active
session alive. Fdhe canpliance testthe value 0600 seondswas used.
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add trunk - group 3 Page 2of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 15000

SCCAN?n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 600

Delay Call Setup When Accessed Via IGAR? n

OnPage 3 set thdNumbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the-&ard. Beginning with Communication Mager 6.0,
public numbers are automatically preceded with a + @&gh64 numbering formatyhen passed
in the SIP From, Contact dri”-Asserted Identity headers. The addition of the + sign impacted
interoperability with OneStream. Thus, tkambering Format was set trivateand the
Numbering Format in the route pattern was setuok-unk (seeSection5.9).

Set theReplace Restricted NumberandReplace Unavailable Numberdields toy. This will

allow the CPN displayed on local endpoints to be repladtidthe value set iSection5.2, if

the inbound call enabled CPN block. For outbound calls, these same settings request that CPN
block be activated on the fand destination if a local user requests CPN block on a particular

call routed out this trunkDefault values were used for all other fields.

add trunk - group 3 Page 3of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Numbering Format: private
UUI Treatment: service - provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Modify Tandem Calling Number: no

Show ANSWERED BY on Display? vy
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OnPage 4 settheNetwork Call Redirection field ton. Set theSend Diversion Headeffield

toy. This field provides additional information to the network if the call heenlredirected.

This is needed to support call forwarding of inbound calls back to the PSTN and some Extension
to Cellular (EC500) call scenarios.

Set theTelephone Event Payload Typé¢o 101, the value preferred byneStream

add trunk - group 3 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling Number? n
Send Transferring Party In formation? n
Network Call Redirection? n
Send Diversion Header? y
Support Request History? y
Telephone Event Payload Type: 101

Convert 180 to 183 for Early Media? n
Always Usere - INVITE for Display Updates? n
Enable Q -SIP? n
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5.8. Calling Party Information

The calling party number i s sent in the
numbering was selected to define the format of this nung®atipn5.7), use thechange
private-numbering command to create @amtry for each extension which has a DID assigned.

The DID number will be one assigned by the SIP service provider. It is used to authenticate the
caller.

SIP

In the sample configuration, three DID numbers were assigned for testing. These three numbers
were assigned to the three extensions 40003, 40005 and 40010. Thus, thesedigime 10
numbers were used in the outbound calling party information on the service provider trunk when
calls were originated from these three extensions.

change private - numbering 0 Page 1of 2
NUMBERING- PRIVATE FORMAT
Ext Ext Trk Private  Total
Len Code Grp(s) Prefix Len
Total Administered: 4
54 5 Maximum Entries: 240
5 40003 3 7325551234 10
5 40005 3 7325551235 10
5 40010 3 7325551236 10

In a real customer environment, normally the DID number is comprised of the local extension
plus a prefix. If this is true, then a single private numbering entry can be applied for all
extensions. In the example below, all stations withdeg§ extension beginning with 4 will send
the calling party number as tReivate Prefix plus the extension number.

change private - numbering O Page 1lof 2
NUMBERING- PRIVATE FORMAT
Ext Ext Trk Private  Total
Len Code Grp(s) Prefix Len
Total Administered: 1
54 3 73255 10 Maximum Entries: 240

Even though private numbering was selected, currently the number used in the SIP Diversion
header is derived frohe public unknown numbering table and not the private numbering table.
As a workaround for this, the entries in the private numbering table must be repeated in the
public unknown numbering table.

160f 73
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change public - unknown - numbering O Page 1lof 2
NUMBERING- PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len
Total A dministered: 4
54 5) Maximum Entries: 240
5 40003 3 7325551234 10
5 40005 3 7325551235 10 Note: If an entry applies to
5 40010 3 7325551236 10 a SIP connection to Avaya
Aura(tm) Session Manager,
the resulting number must
be a complete E.164 number.
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5.9. Outbound Routing

In theseApplication Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single

digit 9 is used as the ARS access code. Enterprise callers willtdigd¢% ¢c h an

fout si

This common configuration is illustrated below with little elaboratitdsethe changedialplan

analysiscommand to define a dialed string beginning with 9 of length 1 as a feature access code

(fac).
change dialplan analysis Page 1of 12
DIAL PLAN ANALYSIS TABLE

Location: all Percent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type  String Length Type
1 4 dac
4 5 ext
8 1 fac
9 1 fac
* 3 fac
# 3 fac

Use thechange featureaccesscodescommand to configured asthe Auto Route Selection

(ARS) T Access Codd.

change feature -access - codes Page 1 of 10
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Li stl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 8

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:
Call Forwarding Act ivation Busy/DA: *01  All: *02 Deactivation: *0 3
CTM; Reviewed: Solution & Interoperability Test Lab Application Note 180f 73

SPQC 2/21/2011 ©2011 Avaya Inc. All Rights Reserved. OneSTrkSMAcme

de



Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. Theexample below shows a subset of the dialed strings tested as part of the
compliance testSeeSection2.1 for the complete list of call types testédl dialed strings are
mapped to route patteBrwhich contains the SIP trunk to the servicevider (s defined nexjt

change ars analysis 0 Page lof 2
ARS DIGIT ANALYSIS TABLE
Location : all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Typ e Num Reqd
0 1 1 2 op n
0 11 11 2 op n
00 2 2 2 op n
011 10 18 2 intl n
1800 11 11 2 fpna n
1877 11 11 2 fpna n
1908 11 11 2 fpna n
411 3 3 2 svcl n
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service proviértrunk route pattern in the following manner. The exarbplew shows the
values usedbr route patterr2 duringthe compliance test.
A Pattern Name Enter a descriptive name.
A Grp No: Enter the outbound trunk group fibre SIP service provideFor the ompliance
test, trunk grou wasused
A FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to this
trunk for all users that require it. The valuea$ the least restrictive level.
Pfx Mrk : 1 The prefix mark Pfx Mrk ) of one will prefixanyFNPA 10-digit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10 digits
are sent to the service provider fong distancéNorth American Numbering Plan
(NANP) numbers.All HNPA 10 digit numbers i@ left unchanged.
A Numbering Format: unk-unk All calls using this route pattern will use the private
numbering table Seesetting of theNumbering Format in the trunk group form for full
details inSection5.7.

>\

A LAR: next
change route - pattern 2 Page 1lof 3
Pattern Number: 2 Pattern Name: SP route
SCCAN?n  Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Di gits QSIG
Dgts Intw
1: 3 0 1 n user
2: n user
3 n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA - TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
1.yyyyy n n rest unk - unk next
2:yyyyynn rest none
3yyyyynn rest none
4:yyyyynn rest none
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6. Configure Avaya Aura ® Session Manager

This section provides the procedures for configu8egsion ManagefThe procedures include
adding the following items

1 SIP domain

1 Logical/physical Location that can be occupied by SIP Entities

1 Adaptation module tperform dial plan manipulation

1 SIP Entities corresponding to Communication ManaperSBCand Session Manager

1 Entity Links, which define the SIP trunk parameters used by Session Manager when routing
calls to/from SIP Entities

1 Routing Policies, which carol call routing between the SIP Entities

1 Dial Patterns, which govern to which SIP Entity a call is routed

1 Regular Expressiawhichalso can be used to route calls

1 Session Manager, corresponding to the Session Manager Server to be managed by System
Manager.

It may not be necessary to create all the items above when creating a connection to the service
provider since @me of these itemwould havealready been defined as part of the initial Session
Manager installationThis includes items such as cant&lP domains, locations, SIP entities,

and Session Manager itseowever, each item should be reviewed to verify the configuration.
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6.1. System Manager Login and Navigation

Session Managewoafiguration is accomplished by accessing the browased GUI oSystem
Manager, using the URIL h &/i<ip-addressX8MGRo,wh er e-a di&i s s >0 i s t he
of System ManagerLog in with the appropriate credentials aslidk onLogin (not shown)
Thescreershown below is then displayed. Thavigation trealisplayed in the lefpanebelow

will be referenced in subsequent sections to navigate to items requiring configuhdtish

items will be located under thouting link shown below.

~
Welcome, admin Last Logged on at December T
™ e ;
AVAy/-\ Avaya Aura™ System Manager 6.0 =z sisen
Help | About | Change Password | Log off
Home / Routing
} Elements Introduction to Network Routing Policy
} Events ) ) ) ) ) N N o
Network Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities",
» Groups & Roles etc.
Licenses The recommended order to use the routing applications {that means the overall routing workflow) to
~ Routing configure your network configuration is as follows:
Domains Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).
Locations
n Step 2: Create "Locations"
Adaptations
SIP Entities Step 3: Create "Adaptations”
Entity Links
Step 4: Create "SIP Entities"
Time Ranges
Routing Policies - SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
Dial patterns | - Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
Regular Expressions
- Assign the appropriate "Locations", "Adaptations" and "Outbound Proxies"
Defaults
» Security Step 5: Create the "Entity Links"
F System Manager Data X
- Between Session Managers
b Users
Dbiaiman Cmccian [ P — A Mabhar ©T0 Entitine b
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6.2. Specify SIP Domain

Create a SIP domain feach domain for which Seion Manager will need to be aware in order
to route calls. For the compliance test, this includes the enterprise daweya.Con).

Navigate toRouting A Domainsin the lefthand navigation pan&éction6.1) and click the

New buttonin the rightpane(not shown) In the new right pane that appears (shown belaiv), f
in the following:

9 Name: Enter the domain name
i Type:  Selectsipfrom the pulldown menu.
91 Notes  Add a brief descriptiorfoptional)

Click Commit. The screen below shows the entrytfoe enterprise domain.

Domain Management [ Commit H Cancel
1 Item | Refresh Filter: Enable
Mame Type Default Notes
* lawaya.com | Enterprise Domain
* Input Required Commit H Cancel
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a lowatigate to
Routing A Locationsin the lefthand navigation pan&éction6.1) and click theNew buttonin

the rightpane (not shown)

In the General section enterthe following values Use default values for all remaining fields
91 Name: Enter adescriptive namé&or the location
91 Notes  Add a brief descriptiorfoptional)

In theLocation Pattern section click Add and enter the following values. Use default values
for all remaining fields

1 IP Address Pattern  An IP address pattern used to identify the location

1 Notes Add a brief descripon (optional)

The screen below showise addition of thdocation named.ocation 1, which includesll
equipment on th&0.32.128x subnet includingcommunication Manager, aride SBC. Click
Commit to save.

Location Details Cormrmit ][ Cancel

General

* Name: |Location 1

MNotes: SP Subnet{s)

Managed Bandwidth: Kbitfsec w

* Average Bandwidth per Call: 20| [Kbitfsec w

Location Pattern

[.E\dd] [ Remove ]
1 Item Refresh Filcer: Enable
[ ] IP Address Pattern Motes

O *QRoaEzaze*

Select : all, None
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Repeat the preceding procedure to @éeatation 2 which includes all equipment on the
10.32.24.xsubnet which includes the Session Manager.

Location Details [ Caormmit ” Cancel

General

* Mame: |Location 2

Motes: Juan's Subnetis)

Managed Bandwidth: Khitfsec

* Average Bandwidth per Call: 20| |Khitfsec w

Location Pattern

[.E\dd] [ Remaove ]

1 Itemn  Refresh Filter: Enable

] IP Address Pattern MNotes

OO # 10224

Select : All, None
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6.4. Add Adaptation Module

Session Manager can be configured with adaptation modules that can modify SIP messages
before or after routing decisions haween made. A generic adaptation module
DigitConversionAdapter supports digit conversion of telephone numbers in specific headers of
SIP messages. Other adaptation modules are built on this generic, and can modify other headers
to permit interoperabilityvith third party SIP products.

For OneStreaninteroperability two adapations areneededThe first adaptation is applied to the
Communication Manager SIP entity and maps inbound DID numbersOraeStreanto local
Communication Manager extensionia.addition, this adaptation converts the domain part of the
inbound PAI header tthe enterprise domaimyaya.con. The second adaptation is applied to
the SBCSIP entity and converts the domain part ofdbhthound Request URleaderfrom

Session Manageontainingthe enterprise domato theOneStreanSIP proxy IP address

To createthe adaptatiothat will be applied to the Communication Manager SIP entayigate
to Routing A Adaptations in the lefthandnavigation panand click on théNew buttan in the
right pane (not shown)

In the General section enter the following values. Use default values for all remaining fields

1 Adaptation name: Enter adescriptive naméor the adaptation.

1 Module name EnterDigitConversionAdapter

1 Module parameter: Enterosrcd=avaya.comThis is the OverrideSourceDomain
parameter. This parameter replaces the domain in the inbound PAI
header with the given value. This parameter must match the value
used for thé=ar-end Domainsetting on the Communitan
Manager signaling group form Bection5.6.

Adaptation Details [ Commit ][ Cancel

General
* Adaptation name: sp-cm3 Adaptation
Module name: |DigitConversionAdapter
Module parameter: osrcd=avaya.com
Egress URI Parameters:

MNotes:
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To map inbound DID numbers fro@neStreanto Communication Manager extensipssroll
down totheDigit Conversion for Outgoing Calls from SMsection Create an entry for each
DID to be mappedClick Add andenter the following valuefor each mapping Use default
values for all remaining fields

1 Matching Pattern: Enter adigit string used to matdhmeinbound DIDnumber

1 Min: Enter aminimum dialed number lengilisedin the match criteria

1 Max: Enter amaximum dialed number lengtisedin the match criteria

1 Delete Digits Enter the nmber of digits to delete from the beginnimigghe
received number

1 Insert Digits: Enter the mmber of digits to insert at the beginnioigthe

recaved number.
9 Address tomodify: Selectboth.

Click Commit to save.

Digit Conversion for Incoming Calls to SM

[Add ] [ Remove ]
0 Items Refresh Filter: Enable
Matching Pattern Min Max Delete Digits Insert Digits Address to modify Notes

Digit Conversion for Outgoing Calls from SM

[Add] [ Remove ]

11 Items Refresh Filter: Enable
_ - Delete . Address to
|:| Matching Pattern Min Max Digits Insert Digits iy Notes
|:| ® 7325551254 * |10 =10 =110 40003 both L
D “|7325551235 * 10 “ 10 =110 40005 baoth w
|:| = | 7325551236 * 110 “ 10 =110 40010 baoth w
< >
Select : all, None
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To create the adaptation that will be applied toSBE SIP entity, navigate tRouting A
Adaptations in the lefthand navigation pan&éction6.1) and click on théNew buttonin the
right pane (not shown).

In the General section enter the following values. Use default values for all remaining fields
1 Adaptation name: Enter adescriptive naméor the adaptation.
1 Module name EnterDigitConversionAdapter
1 Module parameter: Enterodstd=10.2.227. This is the OverrideDestinatiBomain
parameter. This parameter replaces the domain iReéljeest URI
header with the given value foutboundonly.
1 Notes: Add a brief descriptiooptional).

Click Commit to save.

Adaptation Details Commit ][ Cancel

General
* Adaptation name: Acme Adaptation
Module name: | DigitConversionAdapter »
Module parameter: odstd=10.2.2.227

Egress URI Parameters:

Motes: [Change RURI to Dest IP
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6.5. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephonysystested
to Session Managevhich includesCommunication Managemdthe SBC. Navigate to
Routing A SIP Entitiesin the lefthand navigation pan&éction6.1) and click on théNew
buttonin the rightpane (not shown)

In the General section enter the following values. Use default values for all remaining fields

9 Name: Enter adescriptive name.

9 FQDN or IP Address. Enter the=FQDN or IP address of tHlP Erity that is used for SIP
signaling.

1 Type: EnterSession Managefor SessiorManagey CM for
Communication ManagemdSIP Trunk for the SBC.

1 Adaptation: This field is only present ifype is not set tdsession Manager

If applicable, select the appropriateAdaptation namecreated in
Section6.4 thatwill be applied to this dity.

1 Location: Select one of the locations defined previously.

1 Time Zone Select theitme zone for tk locationabove

The following screen showkeaddition ofSession Manager. The IP address ofviteal SM-
100 Security Module is entered IBQDN or IP Address.

SIP Entity Details Commit ][ Cancel

General
* Name: |devcon-asm
* FQDM or IP Address: |10.32.24,235
Type:

Motes:

Location: |Location 2 b
Outbound Proxy: A4
Time Zone: | americafMNew_York hd

Credential name:

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration %
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To define the ports used by Session Manager, scroll down Rotiheection of theSIP Entity
Details screen.This section is only presentrf8ession ManagefSIP entities.

In thePort section click Add and enter the following values. Use default values for all

remaining fields:
1 Port:

9 Protocol:
9 Default Domain:

Port number on which the Session Manager can listen for SIP
requests To achieve interoperability fdhe compliance test, it

was not necessary to add to this table thestandard port (5062)
used for the entity link between Communication Manager and
Session Manager. This port is specified in the SIP entity link
definition in Secton 6.6. However, as a best practice, all ports
used by the Session Manager to listen for SIP requests should be
defined in this table. This includes all ports that are defined for use
by an entity link such as port 5062.

Transpaot protocol to be usedith this port
Thedefaultdomainassociated with this port. For the compliance
test, this was the enterprise SIP domain.

Defaults can be used for the remaining fields. GGoknmit to save.

For the compliace test, lireePort entrieswereadded.

Port
3 Items | Refresh Filter: Enable
] Port Protocol Default Domain Motes
O 5060 TCP » AYAYE.COMm w
[ |so80 LUDP w avaya.com -
1 |s081 TLS avaya.cam -
Select : all, Mone
* Input Required Commit ][ Cancel
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The following screen showhke addition of Communication Managein order for Session
Manager to send SIP service provider trafficaoseparate entity link ©ommunication

Manager, this requires the creat of a separate SIP entity for Communication Manager than the
one created at Session Manager installation for use with all other SIP Th&EQDN or IP
Addressfield is set tahelP addres®f theAvaya S8B0D Server running Communication
Manager FortheAdaptation field, select the adaptation module previously defined for dial
plan digit manipulation ifsection6.4.

SIP Entity Details [ Commit ” Cancel

General
* Name: sp3-cm-2
* FQDN or IP Address: (10.32.128.4
Type:

Motes:

Adaptation: | sp-cm?3 Adaptation v
Location: |Location 1 A

Time Fone: | America/Mew_York b

Override Port & Transport with DNS
SRV:

* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: | none %

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration »
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The following screen showke addition of theSBC. The FQDN or IP Addressfield is set to
the IP address of ifgrivatenetwak interface (se€&igure 1).

SIP Entity Details
General
* Name:
* FQDN or IP Address:
Type:

Motes:

Adaptation:
Location:

Time Zone:

Override Port & Transport with DNS
SRV:

* SIP Timer B/F (in seconds):
Credential name:
Call Detail Recording:

SIP Link Monitoring
SIP Link Monitoring:

Commit H Cancel

sp-sbe2

10.32.128.13

Acme Adaptation v
Location 1 v

America/MNew_York v

egress ¥

Use Session Manager Configuration
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6.6. Add Entity Links

A SIP trunk between Session Manager and a telephatgmyis described by an Entitynk.

Two Entity Links were createdne to Communication Manager for use only by service provider
traffic and one tahe SBC. To add an Entity Linkpavigate taRouting A Entity Links in the
left-hand navigation pan&éction6.1) and click on théNew buttonin the rightpane (not

shown) Fill in the following fields in the new row that is displayed:

1 Name: Enter adescriptive name.

1 SIP Entity 1:  Select the Session Manager.

1 Protocol: Select the transport protocol used for this link.

1 Port: Port numbeon which Session Manager witeceiveSIP requestiom
the farend For the Communication Managéntity Link, this must
match the-ar-end Listen Port defined on the Communication Manager
signalinggroupin Section5.6.

1 SIP Entity 2:  Select the name of the other systefor the Communication Manager
Entity Link, select the Communication Manager SIPifgrdefined in
Section6.5.

1 Port: Port number on whicthe other system receives SHjuestgrom the
Session Managert-or the Communication Managentity Link, this must
match theNear-end Listen Portdefined on the Communication Manager
signalinggroup inSection5.6.

1 Trusted: Check this box.Note:If this box is not che@d, callsfrom the associated

SIP Entity specified iGection6.5 will be denied.
Click Commit to save. The following screens illustrate the Entity Litk€ommunication
Manager andhe SBC. The protocol and ports defined here must match the values used on the
Communication Manager signaling group fornSiection5.6.

Entity Link to Communication Manager:

Entity Links Caornmit ][ Cancel

1 Item  Refresh Filcer: Enable
Name SIP Entity 1 Protocol Port SIP Entity 2 Port Trusted Notes
* |sp3-cm-link2 * | devcon-asm TLS w * 5062 * | sp3-cm-2 w * 5062
< ¥
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Entity Link to theSBC.

Entity Links Commit ][ Cancel
1 Item Refresh Filter: Enable
Name SIP Entity 1 Protocol Port SIP Entity 2 Port Trusted Notes
* ltoAcmeSBC * | devoon-asm % TCP W * 15080 * | sp-sbc2 b * |S060
< >
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6.7. Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified inSection6.5. Two routing policies must be addeshefor Communication Manager
and one fothe SBC. To add a routing policynavigate tdRouting A Routing Policiesin the
left-hand navigation pan&éction6.1) and click on théNew buttonin the rightpane (not
shown) The following screen is displayed. Fill in the following:

In the General section enter the following values. Use default valtesall remaining fields
9 Name: Enter adescriptive name.
1 Notes: Add a brief description (optional).

In theSIP Entity as Destinationsection, clickSelect The SIP Entity List page openéot
shown). Selectthe appropriate SIP entity to which this tiog policy appliesand clickSelect
The selected SIP Entity displays on the Routing Policy Details ggghown belowUse
default values for remaining field€lick Commit to save

The following screens show the Routing Policies for Communicatiamalyler andhe SBC.

Routing Policy Details

General
* Name: sp3-cm Route 2
Disabled: []

Notes:

SIP Entity as Destination

MName FQDN or IP Address Type Notes

sp3-cm-2 10.32.128.4 CM

Routing Policy Details Commit ][ Cancel

General
* Mame: |SP Acme SBC Route
Disabled: []

MNotes:

SIP Entity as Destination

Name FQDN or IP Address Type Notes
z=p-sbc2 10.32.128.13 SIP Trunk
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6.8. Add Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from Communication Mana@eeBtreanand vice versa.

Dial Patterns define wh route policy will be selected for a particular call based on the dialed
digits, destination domain and originating locatidr add a dial pattermavigate tdRouting

A Dial Patternsin the lefthand navigation pan&éction6.1) and click on thédew button in

the right pane (not shownill in the following, as shown in the screens below:

In the General section enter the following values. Use default values for all remaining fields

1 Pattern: Enter a dial string that will be matched againstRleguestURI of the
call.

1 Min: Enter a minimum length used in the match criteria

1 Max: Enter a maknum length used in the match criteria

9 SIP Domain:  Enter thedestination domain used in the match criteria.

1 Notes: Add a brief description (optional).

In theOriginating Locations and Routing Policiessection click Add. From theOriginating
Locations and Routing Poliy List that appears (not showrsglect the appropriat#iginating
locationfor use in the match criterid.astly, select theoutingpolicy from the list that will be
used to route all calls that match the specified criteria. Gedkct

Default values can be used for the remaining fields. @mkmit to save
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Two examples of the dial patterns used for the compliance testawa Helow.The first
example shows that Migit numbers that begin with a 1 and have a destination domain of
avaya.comfrom Location 1or Location 2uses route polic$$P Acm&BC route

Dial Pattern Details

General

[Add] [ Remove ]

* pPattern: |1
* Min: |11
* Max: |11

Emergency Call: []
SIP Domain: |avaya.com i

Motes: |Dest: sp-sbc

Originating Locations and Routing Policies

[ Commit ” Cancel

4 Items Refresh Filter: Enable
Originating Routing Routing Routing Routing
] Originating Location Name 1 Location Policy Rank 2 Policy Policy Policy
Notes Name Disabled Destination MNotes
SP
[0 Locationi SP Subnet(s) % 0 sp-shc2
Route
SP
- . Acme
Juan’'s Subnet === -
[l |Location 2 s oBC 0 sp-sbc2
Route
Select : all, None
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The second example shows thatdidit numbers that start withi32555 to domainavaya.com
and originating fronLocation 1uses route policgp3cm Route2. These are the DID numbers
assigned to the enterprise fr@meStream Location 1 is selected because these calls doome
the SBC which resides inocation 1.

Dial Pattern Details Commit ][ Cancel

General

* pattern: | 732555
* Min: |10
* Max: |10

Emergency Call: []
SIP Domain: |avaya.com hd

Motes: [Inbound CneStream Numbers

Originating Locations and Routing Policies

1 Item Refresh Filter: Enable
Originating Routing Routing Routing Routing

] Originating Location Name 1 Location Policy Rank 2 Policy Policy Policy
Notes Name Disabled Destination Notes

. sp3-cm
Location 1 5P Subnet(s sps-cm a sp3-cm-2
O () Route 2 P
< >

Select : All, None

The complete list of dial patterns defined for the compliance test is shown below.

Dial Patterns
New More Actions - ] [ Commit
8 Items Refresh Filter: Enable
] Pattern Min Max Emergency Call SIP Domain Notes
O o 1 11 O avaya.com Dest: sp-shcl
O 011 10 18 O avaya.com Dest: sp-shel
O 1 11 11 O avaya.com Dest: sp-shcl
] 411 3 3 O avaya.com Dest: sp-sbcl
O 732555 10 10 O avaya.com Dest: sp3-cm-2
Select : All, None
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6.9. Add/View Session Manager

The creation of a Session Manager elenpeovides the linkage between System Manager and
Session ManagerfThis was most likely done as paftthe initial Session Manager installation.
To add a Session Manager, navigatElementsA Session Manage”A Session Manager
Administration in the lefthand navigation pan&éction6.1) and click on théNew button in

the right pane (not shown)f the Session Manager already exists, cliegkw (not shown) to
view the configuration. Enter/verify the dats described below and shown in the following
screen:

In theGeneral section enter the following values:

1 SIP Entity Name: Select the SIP Entitgreatedor Session
Manager
1 Description: Add a brief description (optional)

1 Management Access Poinitlost Name/IP:  Enter the IP address of the Session Manager
management interface.

The screen below shows tBession Manager valuesaasfor the compliance test

View Session Manager

General | Security Module | NIC Bonding | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event
Saerver |

Expand all | Collapse all

General =

SIP Entity MName devcon-asm
Description

Management Access Point Host Name/fIP 10.32.24.233

Direct Routing to Endpoints Enable
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In the Security Module section enter the following values:
1 SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interéce

1 Network Mask: Enter the network mask corresponding to the IP address of
Session Manager

1 Default Gateway:. Enter the IP ad@ss of the default gateway for Session
Manager

Use default values for the remaining fields. Cl8&&ve(not stown) to add this Session
Manager. The screen below shows the remaining Session Manager values used for the
compliance test.

Security Module =

SIP Entity IP Address 10.32.24.235
Network Mask 255.255.255.0
Default Gateway 10.32.24.1
Call Control PHB 45
QOS Priority 6
Speed & Duplex Auto
YLAN ID
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7. Configure Acme Packet 3800 Net-Net Session Border
Controller

The following ®ctions describthe provisioning of thé.cme Packt 3800 NetNet SBC. Only
the Acme Packet provisioning required for the reference configuration is described in these
Application Notes.The resulting SBC configuration file is shownAppendix A.

The Acme Packet SBC was configured using the Acme P&dtKesia a serial console port
connection. An IP remote connection to a management port is also supported. The following are
the generic steps for configuring various elements.

1. Log in with the appropriate credentials.

2. Enable the Superuser mode by entganableand the appropriate password (prompt
will end with #).

In Superuser mode, typ®nfigure terminal and press <ENTER>. The prompt will
change todgonfigure)#

Type the name of the element that will be configured (gegsionrouter).

Type the namef the sukelement, if any (e.gsessiorageny.

Type the name of the parameter followed by its value (p-gddress.

Typedone

Typeexit to return to the previous menu.

Repeat steps-8 to configure all the elements. When finished, exit from the
configuration mode by typingxit until returned to the Superuser prompt

10. Typesaveconfiguration to save the configuration.

11. Typeactivate-configuration to activate the configuration.

w

©oNOOA

Once the provisioning is complete, the configuration may be verifieshteying theshow
running-config command.

7.1. Physical Interfaces
This section defines the physical interfaces to the prieaterprise and publicetworks.

7.1.1. Public Interface

Create ghy-interface to the pdiz side of the Acme.
EntersystemA phy-interface
EnternameA sOp0
Enteroperation-type A Media

Enterport A O

EnterslotA 0

Enterduplex-modeA FULL
EnterspeedA 100

Enterdone

Enterexit

©CoNoh,wNE
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7.1.2. Private Interface
Create a phynterface to the privatenterpriseside of the Acme.

ohwNE

7.
8.
9.

EntersystemA phy-interface
EnternameA s1p0
Enteroperation-type A Media
Enterport A O

EnterslotA 1

virtual -macA 00:08:25:a0:f48a

Virtual MAC addresses are assigned based on the MAC address assigned
to the Acme. This MAC address is found by entering the comrslama
promrinfo mainboarde.g.00 08 25 a0 fa @). To define a virtual MAC

address, replace the last digit w&lhruf.
Enterduplex-modeA FULL
EnterspeedA 100
Enterdone

10. Enterexit

7.2. Network Interfaces
This section defines the network interfaces to the priesterpriseand public IP networks.

7.2.1. Public Interface
Create anetworkinterface to the publiside of the Acme.

1
2
3
4
5.
6
7
8
9
1

. EntersystemA network-interface
. EnternameA sOpO

. Enterip-addressA 10.39.188

. EnternetmaskA 255.255.259.28

EntergatewayA 10.39.129

. Enterdns-ip-primary A 10.316.67
. Enterhip-ip-list A 10.39.188
. Entericmp-ip-list A 10.39.188

Enterdone

0. Enterexit

7.2.2. Private Interface
Create a networknterface to the privatenterpriseside of the Acme.

©CoNokrwhE

EntersystemA network-interface
EnternameA s1p0
Enterip-addressA 10.32.128.13
EnternetmaskA 255.255.255.0
EntergatewayA 10.32.128.254
Enterhip-ip-list A 10.32.128.13
Entericmp-ip-list A 10.32.128.13
Enterdone

Enterexit
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7.3. Realms

Realms are used as a basis for determining egress and ingressiassdmaween physical and
network interfaces as well as applying header manipulation such as NAT.

7.3.1. Outside Realm

Create a realm for thexternalnetwork.
Entermedia-managerA realm-config
Enteridentifier A EXTERNAL
Enternetwork-interfacesA sOpQO
Enterdone

Enterexit

agrwnPE

7.3.2. Inside Realm

Create a realm for theternalnetwork.
Entermedia-managerA realm-config
Enteridentifier A INTERNAL2
Enternetwork-interfacesA s1pQ0
Enterdone

Enterexit

abrwnE

7.4. Steering -Pools
Steering pools define sets of ports that are fsesteering media flows thru the Acme.

7.4.1. Outside Steering -Pool

Create a steeringool for the outside network.
Entermedia-managerA steeringpool
Enterip-addressA 10.39.188
Enterstart-port A 49152
Enterend-port A 65535
Enterrealm-id A EXTERNAL
Enterdone

Enterexit

NookrwhE

7.4.2. Inside Steering -Pool

Create a steeringool for the inside network
Entermedia-managerA steeringpool
Enterip-addressA 10.32.128.13
Enterstart-port A 2048
Enterend-port A 65535
Enterrealm-id A INTERNAL2
Enterdone

Enterexit

NookswNE
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7.5. Media-Manager
Verify that the mediananager process is enabled.

Entermedia-managerA mediamanager

Enterselect”A show Verify that the mediamanager state is enableld.not, perform
steps &5.

Enterstate A enabled

Enterdone

Enterexit

7.6. SIP Configuration

This command sets the values for the Acme Packet SIP operating pararmbtergmerealm
defines the SIP daemonchkion, and the egreggalm is the realm that will be used to send a
request if a realm is not specified elsewhere.

ONOORAWNE

Entersessiorrouter A sip-config
Enterstate A enabled
Enteroperation-mode A dialog
Enterhomerealm-id A INTERNAL 2
Enteregressrealm-id A
Enternat-modeA Public

Enterdone

Enterexit

7.7. SIP Interfaces

The SIP interface defines ti&P signaling interface (IP address and portthe Acme Packet.
SIP header manipulations can be applied to the SIP interface level.

7.7.1. Outside SIP | nterface
Create a siinterface for the outside network.

No o

1. Entersessionrouter A sip-interface
2. Enterstate A enabled

3.

4. Entersip-port

Enterrealm-id A EXTERNAL

a. EnteraddressA 10.39.188
b. Enterport A 5060
c. Entertransport-protocol A UDP
d. Enterallow-anonymousA agentsonly
e. Enterdone
f. Enterexit
Enterstop-recurseA 401,407
Enterdone
Enterexit
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7.7.2. Inside SIP | nterface

Create a sinterface for the inside network.

1. Entersessionrouter A sip-interface

2. EnterstateA enabled

3. Enterrealm-id A INTERNAL2

4. Entersip-port
EnteraddressA 10.32.128.13
Enterport A 5060
Entertransport-protocol A TCP
Enterallow-anonymousA all
Enterdone

f. Enterexit

Enterstop-recurseA 401407
Enterdone
Enterexit

P20 T

No g

7.8. Session -Agents
Asessiommgent defines an internal

Anext hopo

associated with a sesstagent to identify sessions coming from or going to the sesgjent. A
sessioragent s defined forthe service providejoutside) and Session Manager (insid8)P

header manipulations can be applied to the SIP agent level.

7.8.1. Outside Session -Agent

Create a sessiesigent for the outside network.
Entersessiorrouter A sessioragent
EnterhostnameA 10.2.2227
Enterip-addressA 10.2.2227
Enterport A 5060

Enterstate A enabled
Enterapp-protocol A SIP
Entertransport-method A UDP
Enterrealm-id A EXTERNAL

. Enterdescription A OneStream

10. Enterping-method A
11.Enterping-interval A 60
12.Enterping-sendmodeA keep-alive
13. Enterout-manipulationid A outManToSP
14.Enterdone

15. Enterexit

©CoNoh,wNE

7.8.2. Inside Session -Agent

Create a sessiesmgent for the inside network.
1. Entersessiorrouter A sessioragent
2. EnterhostnameA 10.32.24.235
3. Enterip-addressA 10.32.24.235
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Enterport A 5060
Entertransport-method A StaticTCP
Enterrealm-id A INTERNAL2
Enterdescription A SM_SPenv
Enterping-method A
Enterping-interval A 60

10 Enterping-sendmodeA keep-alive
11.Enterin-manipulationid A inManFromSM
12.Enterdone

13. Enterexit

7.9. Local Policies

Local policies allowSIP requests from tH&ITERNAL2 realm to be routed to tH&ervice
ProviderSession Agent in thEXTERNAL realm (and viceversa).

7.9.1. INTERNALZ2 to EXTERNAL
Create a locapolicy for theINSIDE realm

ok wNRE

7.
8.

Entersessiorrouter A local-policy
Enterfrom-addressA *
Enterto-addressA *
Entersourcerealm A INTERNAL2
Enterstate A enabled
Enterpolicy-attributes

a. Enternext-hop A 10.2.2227
b. Enterreaim A EXTERNAL
c. Enterterminate-recursion A enabled
d. Enterapp-protocol A SIP
e. EnterstateA enabled
f. Enterdone
g. Enterexit
Enterdone
Enterexit

7.9.2. EXTERNAL to INTERNALZ2
Create a locapolicy for theEXTERNAL realm.

oOuhrwNE

Entersessiorrouter A local-policy
Enterfrom-addressA *
Enterto-addressA 117325551234325551235325551236
Entersourcerealm A EXTERNAL
Enterstate A enabled
Enterpolicy-attributes
a. Enternext-hop A 10.32.24.235
b. Enterrealm A INTERNAL2
c. Enterterminate-recursion A enabled
d. Enterapp-protocol A SIP
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e. EnterstateA enabled
f. Enterdone
g. Enterexit

7. Enterdone

8. Enterexit

7.10. SIP Manipulation s

SIP manipulationspecifies rules for manipulating the contents of specified SIP healsus.
separate sets of SIP manipulations were required for the compliance test listed below.

1 inManFromSMi A set of SIPheader manipulation rules (HMRsi) traffic from
Session Managéo the SBC.

1 outManToSP A set of SIPheademanipulatiornruleson trafficfrom the SBC to
service provider@neStream

7.10.1. Session Manager to SBC

The following set of SIP HMR#s applied to traffic from the Session Manager to the SBC. In
some call flows thuser part of th&IP Gntact header sent frometfsession Manager was not
passed ualteredto the public side of the SBC. To correct this,uker part othe Contact
header is storedthen received from the Session Manager asetl to create t@mporay header
called X-Contact that will be deleted on the outbound (public) sfdee SBC The information
contained in the >Contact header will be used to recreate the proper Contact header on the
public side of the SBC as shownSections7.102.8and7.102.9.

To create this set of SIP HMRs:
1. Entersessionrouter A sip-manipulation
2. EnternameA inManFromSM
3. EnterdescriptionA il nbound SI P HMRs From SMo
4. Proceed to the following sectian©nce all sections are completed then proceed with
Steps 5and6 bdow.
Enterdone
Enterexit

oo

7.10.1.1 Store Contact

This rule stores theser parof the incoming Contact header.
Enterheaderrule
EnternameA strcon
EnterheadernameA Contact
Enteraction A manipulate
Entercomparisontype A casesensitive
Entermsgtype A request
EntermethodsA INVITE,UPDATE
Enterelementrule

a. EnternameA strval

b. Entertype A uri-user

N>R WNE
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9.

c. Enteraction A store
d. Entermatch-val-type A any
e. Entercomparisontype A casesensitive
f. Entermatch-value A (.*)
g. Enterdone
h. Enterexit
Enterdone

10. Enterexit

7.10.1.2 Create X-Contact

This rule creates a temporary header calledoftactcontaining only the user part of the
incoming Contact header as stored by the rule defined in the previous section.

N~ WNE

9.

Enterheaderrule
EnternameA addXcontact
EnterheadernameA X-Contact
Enteraction A add
Entercomparisontype A pattern-rule
Entermsgtype A request
EntermethodsA INVITE,UPDATE
Enterelementrule
EnternameA add-X
Entertype A headervalue
Enteraction A replace
Entermatch-val-type A any
Entercomparisontype A pattern-rule
Enternew-value A $strcon.$strval $0
Enterdone

h. Enterexit
Enterdone

@roooop

10. Enterexit

7.10.2. SBC to OneStream
The following set of SIP HMRs is applied to traffic from the SBOteStream

To create this set of SIP HMRs:

1. Entersessionrouter A sip-manipulation
2. EnternameA outManFromSP
3. Enterdescription A fioutbound SIP HMRs From SR
4. Proceed to the following sectian©nce all sections are completed then proceed with
Steps 5and6 below.
5. Enterdone
6. Enterexit
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7.10.2.1 Change Host of thelTo Header
Thisrulereplaces he host part of the

To

headA&smilari t h

manipulation is performed on the Reque8! by the Session Manager. The RequéRt could

have also been manipulated by the SBC.
Enterheaderrule
EnternameA manipTo
EnterheadernameA To
Enteraction A manipulate
Entercomparisontype A casesensitive
Entermsgtype A request
Enterelementrule A

a. EnternameA chgToHost

b. Entertype A uri-host

c. Enteraction A replace

d. Entermatch-val-type A any

e. Entercomparisontype A casesensitive

f. Enternewvalue A $REMOTE_IP
8. Enterdone
9. Enterexit

NoakswnNpE

7.10.2.2 Change Host of theFrom Header

This rule replaces the host part of the From header with the public IP address of the SBC.

Enterheaderrule

EnternameA manipFrom
EnterheadernameA From
Enteraction A manipulate
Entercomparisontype A casesensitive
Entermsgtype A request
Enterelementrule A

EnternameA From
Entertype A uri-host
Enteraction A replace
Entermatch-val-type A any
Entercomparisontype A casesensitive
Enternew-value A $LOCAL_IP
8. Enterdone

9. Enterexit

NookrwhE

~oooow

7.10.2.3  Change Host of theHistory Info Header

This rule replaces the host part of the Histlnfp header with the public IP address of the SBC.

Enterheaderrule

EnternameA manipHistinfo
EnterheadernameA History-Info
Enteraction A manipulate
Entercomparisontype A casesensitive

arwnE
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Entermsgtype A request
Enterelementrule A
a. EnternameA Historylnfo
b. Entertype A uri-host
c. Enteraction A replace
d. Entermatch-val-type A any
e. Entercomparisontype A casesensitive
f. EnternewvalueA $LOCAL _IP
8. Enterdone
9. Enterexit

N

7.10.2.4  Change Host of the PAIHeader

This rule replaces the host part of thd$sertedidentity header with the public IP address of
the SBC.
Enterheaderrule
EnternameA manipPAI
EnterheadernameA P-Assertedldentity
Enteraction A manipulate
Entercomparisontype A casesensitive
Entermsgtype A request
Enterelementrule A
a. EnternameA Pai
b. Entertype A uri-host
c. Enteraction A replace
d. Entermatch-val-type A any
e. Entercomparisontype A casesensitive
f. EnternewvalueA $LOCAL _IP
8. Enterdone
9. Enterexit

NookrwnhE

7.10.2.5 Change Host of theDiversion Header

This rule replaces the host part of the Diversion header with the public IP address of the SBC.
Enterheaderrule
EnternameA manipDiversion
EnterheadernameA Diversion
Enteraction A manipulate
Entercomparisontype A casesensitive
Entermsgtype A request
Enterelementrule A

a. EnternameA Diversion

b. Entertype A uri-host

c. Enteraction A replace

d. Entermatch-val-type A any

e

f.

NooakswnNpE

. Entercomparisontype A casesensitive
Enternew-value A $LOCAL _IP
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8. Enterdone
9. Enterexit

7.10.2.6  Change Host of the RefeiTo Header

This rule stores the user part of tReferTo header withthe er vi ce pr ov.i der 0s
Enterheaderrule

EnternameA manipRefer
EnterheadernameA Refer-To

Enteraction A manipulate
Entercomparison-type A casesensitive
Entermsgtype A request

Enterelementrule A

EnternameA chgHostRefer
Entertype A uri-host

Enteraction A replace
Entermatch-val-type A any
Entercomparisontype A casesensitive
Enternew-value A $REMOTE _IP

8. Enterdone

9. Enterexit

NoakswnNpE

~Pooow

7.10.2.7 Store X-Contact Header

This rule stores theontentsof the X-Contact header so it can be used later. Ti@oKtact
headercontains thenly the user part of th€ontact header as it was originally received from the
Session Manager as describe®ection7.10.1
Enterheaderrule
EnternameA storexcontact
EnterheadernameA X-Contact
Enteraction A manipulate
Entercomparisontype A casesensitive
Entermsgtype A request
EntermethodsA INVITE,UPDATE
Enterelementrule A
a. EnternameA storexcontact
b. Entertype A headervalue
c. Enteraction A store
d. Entermatch-val-type A any
e. Entercomparisontype A casesensitive
f. Entermatch-valueA (.*)
9. Enterdone
10. Enterexit

N AWNE

7.10.2.8 Replace ContactHeader

This rule uses the data stored from th€dhtact header to overite the user part of the
outbound Contact header.
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Enterheaderrule
EnternameA replacecontact
EnterheadernameA Contact
Enteraction A manipulate
Entercomparisontype A pattern-rule
Entermsgtype A request
EntermethodsA INVITE,UPDATE
Enterelementrule

a. EnternameA replacecontact

b. Entertype A uri-user

c. Enteraction A replace

d. Entermatch-val-type A any

e

f.

ONOOAWNE

. Entercomparisontype A pattern-rule
Entermatch-value A (.*)
g. Enternew-value $storexcontact.$storegontact.$0
9. Enterdone
10. Enterexit

7.10.2.9 Delete XContact Header

This rule deletes the temporaryCGontact header before sending the message to the service
provider.

Enterheaderrule

EnternameA delxcontact
EnterheadernameA X-Contact
Enteraction A delete
Entercomparisontype A pattern-rule
Entermsgtype A request
EntermethodsA INVITE,UPDATE
Enterdone

Enterexit

©CoNooOrWNE

Continue with the next step Bection 7.10.2

8. OneStream Global SIP Trunking Configuration

To useOneStrean@lobal SIP Trunkinga customer must requédbe service fromOneStream
using theirsales processed.he process can be started by contacting OneStream Networks via
email tosales@onestreamnetworks.conmby calling 808869-0315 option 2. Customers may
also contact OneStream Networka the corporate web sitewatvw.onestreamnetworks.com

During the signup proces®neStreanwill require that the customer provide the public IP
address used to reach tBBCat the edge of the enterg@isOneStreanwill provide the IP
address of th©neStreanSIP proxy/SBCJP addresses of media soureesiDirect Inward
Dialed (DID) numbersssigned to the enterprise. This informationsed to completthe
Communication Managegession Manageandthe SBC configuration discussed in the
previous sections.
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The configuration betweeineStreanand the enterprise is a static configuration. There is no
registration of the SIP trunk or enterprise users t@theStreanmetwork.

9. Verification Steps

This setion provides verification steps that may be performed in the field to verify that the
solution is configured properlyThis section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

Verification Steps

1. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
properrouting of the SIP messaging has satisfied SIP protocol timers.

2. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

3. Verify that the user on the PSTN camdan active call by hanging up.

4. Verify that an endpoint at the enterprise site @ahan active call by hanging up.

Troubleshooting:
1. Communication Manager:
1 list trace station <extension number>Tracescalls to and from a specific
station
1 list trace tac<trunk accessadenumbep - Traces calls over a specific trunk
group
i status statbn <extension number- Displays signaling and media information
for an active calbn a specific statian
status trunk <trunk acces code number- Displaystrunk group infomation
status trunk <trunkaccess code number/channel numbdbdisplays signahg
and media information for an actitr@ink channel
2. Session Manager:

1 Call Routing Test- The Call Routing Test verifies the routing for a particular
source and destination. To run the routing tes¢jgate tdElementsA Session
Manager A System ToolsA Call Routing Test Enter the requested data to
run the test.

il
il

10. Conclusion

These Application Notes describe the configuratienessary to conneavaya Aura®
Communication ManageAvaya Aur@® Session ManagemndAcme Packet 3800 Ndlet
Session Border @htrollerto OneStreantlobal SIP Trunking OneStreantlobal SIP Trunking
is aSIP-basedvoice over IP solution for customers ranging from small businesses to large
enterprises.OneStreantlobal SIP Trunkingrovides businesses a flexible, esatiing
alternative to traditionahardwired telephony trunk€OneStreantlobal SIP Trunking passed
compliance testing. Please refeSgction 2.2for any exceptions or workarounds.
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12. Appendix A: Acme Packet 3800 Net -Net SBC

Configuration File

host - routes

dest - network 10.32.0.0
netmask 255.255.0.0
gateway 10.32.128.254
description DevConnectLAN
last - modified - by admin@135.11.141 118
last - modified - date 2010 - 08- 05 15:25:58
local - policy
from - address
*
to - address
*
source -realm
INTERNALZ2
description
activate -time N/A
deactivate - time N/A
state enabled
policy - priority none
last - modified - by admin@135.11. 207.156
last - modified - date 2010 -12-1617:22:04
policy - attribute
next - hop 10.2.2.227
realm EXTERNAL
action none
terminate - recursion enabled
carrier
start -time 0000
end- time 2400
days - of - week U -S
cost 0
app - protocol SIP
state enabled
methods
media - profiles
lookup single
next - key
eloc - str - lkup disabled
eloc - str - match
local - policy
from - address
*
to - address
7325551234
7325551235
7325551236
source - realm
EXTERNAL
description
activate -time N/A
deactivate - time N/A
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state enabled
policy - priority none
last - modified - by admin@135.11.207.156
last - madified - date 2010 -12-1617:21:38
policy - attribute

next - hop 10.32.24.235

realm INTERNAL2

action none

terminate - recursion enabled

carrier

start -time 0000

end- time 2400

days - of - week U -S

cost 0

app - protocol SIP

state enabled

methods

media - profiles

lookup single

next - key

eloc -str - lkup disabled

eloc - str - match

media - manager

state enabled

latch ing enabled
flow -time - limit 86400
initial - guard - timer 300
subsq - guard - timer 300

tcp - flow -time - limit

86400

tcp - initial - guard - timer 300

tcp - subsq - guard - timer 300

t cp- number - of - ports - per - flow 2

hnt - rtcp disabled

algd - log - level NOTICE

mbcd- log - level NOTICE

red - flow - port 1985

red - mgcp- port 1986

red - max- trans 10000
red - sync - start - time 5000

red - sync - comp- time 1000

media - policing enabled

max- signaling - bandwidth 10000000
max- untrusted - signaling 100

min - untrusted - signaling 30

app- signaling - bandwidt h 0
tolerance - window 30

rtcp -rate - limit 0

trap - on- demote - to - deny enabled
min - media - allocation 2000

min - trusted - allocation 4000

deny - allocation 64000
anonymous - sdp disabled
arp - msg- bandwidth 32000
fragment - msg- bandwidth 0

rfc2833 - timestamp disabled
default - 2833- duration 100
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rfc2833 - end- pkts - only -for - non- sig enabled

translate

last - modified
network - interface

name

sub - port -id

description

hostname

ip - address

pri - utility

sec - utility

netmask

gateway

sec - gateway

gw- heartbeat

- non-
media - supervision
dnsalg - server - failover
last - modified - by

- date 2010

rfc2833 - event disabled
- traps disabled
disabled

admin@135.11.141.142
- 06- 16 05:40:01

sOp0

10.3.9.188

- addr
- addr

255.255.255.128
10.3.9.129

state disabled
heartbeat 0
retry -count 0
retry - timeout 1
health - score 0
dns-ip - primary 10.3.16.67
dns-ip - backupl 10.3.16.68
dns-ip - backup2
dns - domain
dns - timeout 11
hip -ip - list 10.3.9.188
ftp - address
icmp - address 10.3.9.188

snmp- address
telnet - address
ssh - address

last - modified - by

admin@135.11.207.156

last - modified - date 2010 -11-01 15:17:15
network - interface

name s1p0

sub - port -id 0

description

hostname

ip - address 10.32.128.13

pri - utility - addr

sec - utility - addr

netmask 255.255.255.0

gateway 10.32.128.254

sec - gateway
gw- heartbeat

state disabled

heartbeat 0

retry -count 0
retry - timeout 1

health - score 0

dns- ip - primary
dns- ip - backupl

dns - ip - backup2
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dns - domain

dns - timeout 11

hip -ip - list 10.32.128.13
ftp - address

icmp - address 10.32.128.13

snmp- address
telnet - address
ssh - address

last - modified - by admin@135.11.141.118

last - modified - date 2010 -08-17 16:10:28
phy - interface

name sOpO

operation - type Media

port 0

slot 0

virtual - mac

admin - state enabled

auto - negotiation enabled

duplex - mode

speed

overload - protection disabled

last - modified - by admin@135.11.141.118

| ast - modified - date 2010 -08-17 14:39:18
phy - interface

name s1p0

operation - type Media

port 0

slot 1

virtual - mac 00:08:25:a0:f4:8a

admin - state enabled

auto - negotiation enabled

duplex - mode FULL

speed 100

overload - protection disabled

last - modified - by admin@135.11.141.118

last - madified - date 2010 - 08- 17 16:02:46
realm - config

identifier EXTERNAL

description

addr - prefix 0.0.0.0

network - interfaces

sOp0:0

mmin - realm disabled

mmin - network enabled

mm same- ip enabled

mmin - system enabled

bw- cac - non- mm disabled

msm release disabled

generate - UDR checksum disabled

max- bandwidth 0

fallback - bandwidth 0

max- priority - bandwidth 0

max- latency 0

max- jitter 0

max- packet - loss 0

observ - window - size 0
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parent -realm

dns - realm

media - policy
media - sec - policy
in - translationid
out - translationid
in - manipulationid
out - manipulationid
manipulation
manipulation
class - profile
average -rate - limit

access - control - trust
- signal - threshold 0

invalid

- string
- pattern

0
-level none

maximum- signal - threshold 0

untrusted
nat - trust - threshold
deny - period

ext - policy - svr
symmetric - latching
pai - strip

trunk - context

early - media - allow
enforcement - profile
additional - prefixes
restricted - latching
restriction - mask
accounting - enable
user - cac - mode
user - cac - bandwidth
user - cac - sessions

- si gnal -threshold O

0
30

disabled

disabled

none
32
enabled
none

0

icmp - detect - multiplier 0

icmp - advertisement
icmp - target - ip
monthly - minutes

net - management- control
delay - media - update

refer -call - transfer
dyn - refer -term
codec - policy

codec - manip - in - realm

constraint - name
call -recording
xnq - state

hairpin - id

stun - enable
stun - server -ip
stun - server - port
stun - changed - ip
stun - changed - port

match - media - profiles

gos - constraint
sip - profile

sip -isup - profile
block - rtcp

hide - egress - media - update
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-interval 0

0
disabled
disabl ed
disabled
disabled

disabled

- server -id

xng - unknown
0
disabled
0.0.0.0
3478
0.0.0.0
3479

disabled
disabled
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last - modified - by

la st - modified - date

realm - config
identifier
description
addr - prefix
network - interfaces

mmin - realm
mmin - network
mm same- ip
mmin - system
bw- cac - non- mm
msm release

generate - UDR checks um

max- bandwidth
fallback - bandwidth
max- priority
max- latency
max- jitter
max- packet - loss

observ - window - size

parent -realm

dns - realm

media - policy
media - sec - policy
in - translationid
out - translationid
in - manipulationid
out - manipulationid
manipulation
manipulation
class - profile
average -rate - limit

access - control - trust
- signal - threshold 0

invalid

- string
- pattern

admin@135.11.207.156
2010 -11-03 08:55:21

INTERNALZ2

0.0.0.0

s1p0:0
disabled

enabled
enabled

enabled

disabled
disabled
disabled
0
0

- bandwidth 0

0

0
-level none

maximum signal - threshold 0
untrus ted - signal -threshold O

nat - trust - threshold
deny - period

ext - policy - svr
symmetric - latching
pai - strip

trunk - context

early - media - allow
enforcement - profile
additional - prefixes
restricted - latching
restriction - mask
accounting - enable
user - cac - mode
user - cac - bandwidth
user - cac - sessions

icmp - detect - multiplier
-interval 0

icmp - advertisement
icmp - target - ip
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disabled

disabled

none
32
enabled
none

0
0

Solution & Interoperability Test Lab Application Note

©2011 Avaya Inc. All Rights Reserved.

600f 73
OneSTrkSMAcme






